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KPUNTONrPA®UNYECKUE METOAObI U AITTOPUTMbI
3ALLMTbI KOMMBbIOTEPHOU UH®OPMALIUU

Tykyb6aeB 3.b., TykybaeB A.3.,Typraes M.P.,
CyaeiimenoBa b.C.

(Vnusepcumem umenu axademuxa A.Kyambexosa, 2. [llvivxenm,
Kazaxcman )
B cmamuve oenaemcs ananuz memooos u aneopummos 3auumet
KOMHIbIOMEPHOU UHGOpMayuu npu nocmpoeruu “INexmponozo
Ilpasumenvcmea”

KittoueBble ciioBa: KOHPUICHIIMATBHOCTD, a0COITFOTHAS
KPUNTOCTOMKOCTH mHU(pa, muppoBaHHOE COOOIICHUE,
paBHOBEPOSITHAS FTAMMa, 3JICKTPOHHBIN TOKYMEHTOOOOPOT,
anekTpoHHas moanuchk. Komer JEL 81.93.29

KonkpeTHble paboThI 10 TOCTPOEHUIO “DIEKTPOHHOTO
IIpaBurtenscTBa ” B Kazaxcrane Obutu Hayatel 7 sHBapst 2003
rona; opu1 puHAT 3akoH PecnyOnuku Kazaxcran 00
“DNIEKTPOHHBIX JOKYMEHTaX U 00 3JIEKTPOHHOM moamucu’’[1].
BHenpeHre BBIIEOTMEUYEHHBIX CUCTEM B TIPAaBUTEIILCTBEHHBIE
JTOKYMEHTOOOOPOTHI M B (pUHAHCOBBIE Cepbl (JIeHESKHbIC
000pOTHI) MOTPEOYET CTPOTroit KOHPUACHITHATLHOCTH
LHUPKYJIUPYIOLIeH HHPOPMALIUH.

B TpagunnoHHBIX crcTeMax mepeiadn JaHHBIX
KOH(HIEHIINATILHOCTh 00eCIeynBaIach pa3IMuyHBIMU METO/IaMHU;
13 HUX HanOosiee 9acTo U 3QPEKTUBHO HUCTIONH3YEMBIE METOIBI —
METOJI TICEBAOCITy4YaliHO! iepecTpoiiku padoueit yactorsl (FHSS-
Frequency Hopping Spread Spectrum) [3].

B RadioEthernet ucnonp3yercst 3TOT k€ METOA U METOJ
npsiMoit mocnenoBarenbHocTH (DSSS- Direct Sequence Spread
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Spectrum ) [4]. [Tpu npUMEHEHUH TIEPBOTO pabOUMii AUANIA30H
2,4 I'T'u nenutcsa Ha 79 noaauana3oHoB. [lepegaTunk 1 mprueMHUK
CHHXPOHHO TEPEKII0YaroT paboune yacToTsl ¢ marom 20
Mc...400mc. [Ipu npuMeHEeHHH BTOPOTO KaX bl OUT
uHpopManuu muppyercs Mocae10BaTeIbHOCThIO U3 11
cuMBoJI0B. Kitrou mudpoBku 1071%eH ObITh U3BECTEH KAXKIOMY M3
CTOPOH.

CoBpeMeHHbIE CUCTEMBI ITePeIauil TaHHBIX HHTETPAIbHOTO
00CITyKMBaHUS MPUHIIUITHAIBHO OTIMYAIOTCS OT TPAIUIINOHHBIX.

['maBHOE OTJINYUE COBPEMEHHBIX CHCTEM 3aKIIFOUAETCs B
TOM, YTO BO BCeX WH(OPMAIMOHHBIX CHCTEMaX Pa3IMIHOTO
HasHayeHus (rocymapCTBEHHBIC, KOMMEPUYECKHE,
00pa3oBaTeNbHBIC, BOCHHBIC U JIP.) UCIIOIB3YETCS SMHASL
nH(OpMaLIMOHHAs CUCTEMa HHTETPAILHOTO 00CTYKUBAHUS,
1.e.utepuer. [lpu sTom, npobiiema obecnieueHus
KOH(MUIEHINATBEHOCTH U MHGOPMAITMOHHOM 6€30MacHOCTH
paboThI TP BHEIPCHHIA BBIIIICOTMEUEHHBIX CUCTEM CTAHOBUTCS
elle OcTpee, MOCKOJIbKY B CUCTEMaX WHTETPAIIBHOTO
00CITYKMBaHUS MCIIOIB3YIOTCS 00IINe KaHATbHBIC U IPYTHe
pecypcehl.

B coBpeMeHHBIX cucTeMaX KOH(DHICHITHAIEHOCTD U
nH(popManroHHas 0€30MacCHOCTh 00ECTIeUYUBAIOTCS PA3TMYHBIMU
METOJIaMH : TIPABOBBIMH, aIMUHUCTPATUBHBIMH, (PU3HUECKUMH,
UHPOPMAIIMOHHBIMU ( HCTIOJIb30BaHUE MAPOJICH,
UICHTH(UKAITMOHHBIX HOMEPOB a00OHEHTOB, OTPAaHUICHHE
M0JIb30BATENCH U IP.) U KPUNTOrpaPUUECKUMHU METOTaMH.

HaunbGonee 3 PpexTHBHBIM U3 HUX SBISIETCS —
KpunTorpaguueckuii METo/l, KOTOPBIH HCIOIB3YeTCs B
AIEKTPOHHOM JOKYMEHTOOOOPOTE M B 3JICKTPOHHOU ITOITHCH.

st obecriedennst 6€30MacHOCTH B KOMIIBIOTEPHBIX CETIX
BBOJISITCS CTAHAPTHI HA METOJIbI MU POBAHUS
(rocymapcTBeHHbBIE, HAITMOHAILHBIC U MEXTYHAPOHBIE); TaK B
CIIA narnmonanpHOE 0r0po cTaHaapToB B 1977 romy npuHsio
cranaapt Ha mmdposanue nanubix DES [4, 240] (Data
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Encryption Standard), koTopblit ObUT yCHIENTHO HCIIOJIL30BAH JI0
2001 rona.

B crangapre npegycMoTpensl Obutn 2 peskumMa padoter KAK
(Key Auto Key)u CTAK (Cipher Text Auto Key).

B pexxume KAK nannsie mmdpyrores nopuusiMu o 64
outa. Kirou Takxe umeet auHy 64 oura.

B pexume CTAK cucrema paboTaer B CTAPTCTOIIHOM PEXKUME U
JMaHHbIe MU(PYIOTCS 110 8 OUTOB.

B DES nociienoBaTelbHO UCIIOIB30BaHbI METOIBI 3aMEHEI U
nepecTaHoBOK. B HacTosIiee BpeMs 3TOT allTOPUTM CUUTACTCS
HEOIPABJAaHHO CJIOKHBIM U 00JIaJal0LIIM HEBBICOKOM
KPHUIITOCTONKOCTBIO.

JIns1 OUEHKM KpUNTOCTOMKOCTH BBEJECHO MTOHATHE
abCOMIOTHON KPUNTOCTOMKOCTH, KoTOopas 1o [llenHony
oIpesessieTcsl TAKUM 00pa3oM: “...ecau mu@p Noaydaercs nyTem
HAJOXEHHS Ha OTKPBITHIA TEKCT CIIy4allHOM 1 paBHOBEPOSTHOU
raMMBbl, TO TaKOH MHQp SBISETCS aOCOMOTHO cTOWKUM “[6].

OpnHako, MpUMeHEeHHe TaKuX MIH(POB OrpaHUYECHO U3-3a
TPYAOEMKOCTH TIOTY9IE€HUS TAKOH TaMMBbI M IIPOOJIEMBI XpaHEHUS U
pacripeieIeHus 3aKPbITBIX KITIOYEH.

Ha mpaxTuke yaiie ucroyb3yoTcsi KOMOMHUPOBAaHHBIE
METObI U AITOPUTMBI.

B Pocun 6bu1 mipuHAT cTaHmapt mu@poBaHus TaHHBIX
I'OCT 28147-89 [5,120] ¢ yueToM MHPOBOTO OIBITA U C YIETOM
HelocTaTkoB cranaapra DES.

OTOT CTaHJApPT MPEAYCMATPUBAET HECKOJIBKO PEXKHMOB
paboTHI; BO BCEX PEKMMAX MCIOJIB3YIOTCS KITIOY JUTHHOM 256 OuT,
IIpeCTaBIsIeMBbIN B BUE 8 MU 32 pa3psaHbIX YUCEI

X(i):W = X(7)X(6)X (5)..X (2)X ()X (0).

Jlnst nemmpoBaHUs UCTIONB3YETCS TOT K€ KITI04Y. PeskuMbl
3aMeHbI U M0/ICTAHOBKHM UMEET JIOCTATOYHO CII0XKHBIE aITOPUTMBI,
Coobmenne pa3ouBaroTcst Ha OJIOKH 1O 64 OuTa, a KAk OJIOK
T raroke pas6usaercs o 32 6uta na 6moku A(0),B(0).

Anroput™ mmdpoBaHus UMEET BU:
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=124 =(i—1)mod8: Ai)= f (Al —1)+]X(j))®
@®B(i—1),B(i)= Ai —1).
i=2531 j=32-i:A()

P 8 B(1-1),B()= Ali-1).
o Jlns i=32:A(32)=A(31)B(32)= f(ABL]+]X(0))® B(31)

A32)B(32)

THOHU CBSI3BIO HMEET

o0pa
(i) = Az -1)) @

f(AG-1f+x(i)e

bnok mmdpoBku uMeeT BUT : T(
AJTOpUTM B peXXHME raMMHUPOBAHUS
)= A8)eT)=rt)ert
@T(i)=r()®T(i)i=1m,

raie  A(S) — curxpo6ioK 13 64 GHTOBOI MOCITEOBATEIHOCTH,

)= 1t
)

BU:

r (I) - IOCJIEIOBATEIBPHOCTH TaMMBbl U3 MHOKECTBA
r,=(r@),r?),r@)....(m))

[Tocnenuuii anroput™ o01aaeT O4YeHb BHICOKOH KPUIITO -
CTOMKOCTBIO.

B kommMepueckux cucremax (Hampumep, B 0aHKOBCKUX) JUIS
3alIUThl HH(OPMAIMH UCTIONB3YIOTCS aJTOPUTMBI IHU(POBAHUS C
OTKPBITHIM KJIt04oM Tuna RSA.

DTOT aITOPUTM OCHOBAaH Ha TOM (haKTe, YTO pa3IOKEeHHE Ha
MHOKHTEIU [TPOU3BEICHHUS IBYX MPOCTHIX YHCeN (C yueToM
MPOM3BOUTEILHOCTA COBPEMEHHBIX BEIYMCIUTEIILHBIX CHCTEM)
MPAKTUYECKH HEBBIITOJIHUMO.

KpHnrocToikocTs TakOM CUCTEMBI ONIPEAEIIAETCS HUKHEN
OLIEHKOM yKcia onepamnuu As pacKpbITHs mudpa u
3aTpayrBacMbIM Ha 3TO MAllIMHHBIM BPEMEHEM.

Takast cuctTemMa UCToNb3yeTcst Ui paboThl ¢ yJaleHHBIMU
KITMEHTaMH TSl O0CITY)KUBaHUSI KPEAUTHBIX KapTOYECK.

Anroput™m RSA ucnosib3yeTcst BO MHOTHUX CTaHAapTax;
Hanpumep: SSL,S-HHTP,S-MIME,STT,PCT,S/WAN.
CymHocTs anroputMa RSA 3akiouaercst B CIeAyOIEeM:

[Tyctb 3aman N=px(Q, tae P,J—pa3iaudsbie ( J0CTaTOYHO
OoJbIIINE ) MPOCTHIC YUCTIA.
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BribepeM €— mpocToe OTHOCUTENBbHO GYHKIMH Ditnepa -
qo(n), TO CYILIECTBYET HEKOTOpoe 1eaoe d Takoe, 4To

exd =1(mod ¢(n)); mpu sToM, ecm P, [ — AOCTATOUHO GOMbIIHE

HPOCTBIE, TO PA3IOKEHNEe N— NPAKTHYECKH HE OCYLIECTBUMO (Ha

YPOBHE COBPEMEHHOM BBIYUCIUTEIBHOH TEXHOIOTHH ).
[TpakTHueckoe UCIONIb30BaHKE AJITOPUTMA TAKOE; KasKIbIH

[0JIb30BaTENb BEIOMPAET /1Ba OOJIBIINX IPOCTHIX (p, q) qucIa,

KOTOPBIC TCHEPUPYIOTCS MPH MOMOIIH I'eHEepaTopa IPOCTHIX
YHUCEeII.

Jlanee, B COOTBETCTBHMHM C BBILIEOIMCAHHBIM AJITOPUTMOM
BBIOMPAIOT [BA IPOCTBIX YMCIAa € U O; TP 3TOM, OIy4YCHHbIE
COBOKYIIHOCTH - (E, n) SIBJISICTCS OTKPBITHIM KIIIOYOM, a (d ) n)—

3aKPBITHIM.
TexcTbl LUPPyIOTCS € MOMOLIBIO OTKPBITOIO KJII0YA, a
pacirdpoBKa IPOU3BOJUTCS TOJIBKO C IOMOIIbIO 3aKPBITOIO
KJIIOYa.
KpHunrocTonkocTs CUCTEMBI ONPEAEIISIETCS IINHOM KITF04a;
HanpuMep, pu AnuHe kinoda 50, 4uciio onepanuu pacKpbITUs

cocrasisier ~1,410%.

[pu mmHe 200, ypcio onepanun coctasiser ~1,2 01072,

YTO HE MPECTABISIETCS BO3SMOXHBIM Ha YPOBHE COBPEMEHHON
BBIYHCIIUTEIILHON TEXHOJIOTHH.

s monp30BaTese peKOMEHI0BaHbI CIEAYOLIME MOILYIH N:
- 768 bit - ams wactaeix i, 1024 bit — ai1st komMmMmepueckoit
unpopmarun; 2024 bit - 17151 0c0060 ceKpeTHON HHPOPMAITHH.

ITo cpaBuenuto ¢ DES , muist pacmdpokun RSA
noTpedyeTcs IeCATKH ThICSU pa3 OoJbllle BPEMEHH .

JInst nudpoBOi MOAHMCH UCIIONB3YETCSl AITOPUTM Dilb-
Iamans [7.71-75], koTopsiii 0OecreunBaeT TAKYIO ke
KPHUIITOCTONKOCTh. Ha OCHOBE anropurMa JIeKUT AUCKPETHOE
Jorapu(MUpoBaHUeE.

CyIIHOCTB aNropruTMa 3aKJII04aeTcs B CIEAYIOMIEM;
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[Tonmy4arens cekpeTHOM HH(POPMAIIMK TE€HEPUPYET 3aKPHITHIH
KIJTIOY - @ ¥ TIOA0MPAET MapaMeTpsl P ,  — YKcna, P - IpocToe, a
( - IeN0e; BBIYUCIMB [0 anroput™y Y =0 Modp , OTKpHITHIA
KJIFOY Y, TIOCBUTACT ajpecaraM (OTIPaBHUTENSM CEKPETHON
uHbOpMaIInn).

OrnpaBuTENb BEIOUPACT CITy9aifHOE YKCIIO K, MCHBIIIEE P U
0 U3BECTHOMY ) JUISl OTKPBITOrO COOOUICHHMS M BHIYKCIISCT

wmQposky Y, Y, no anropurmy : Y, =q“modp, y, =ma®y*,

KOTOpBIE OTHPABISIOTCS MOTYyYaTEINIo.

[Tonmygarensb 1Mo 3aKPHITOMY KJIIOUY 8, BOCCTAHABIMBACT
coobmiene M: M= (yla mod p)@ Y,.

B anroputme nudposoit noamucu DSA |, pazpaboTaHHbIM
NIST (National Institute of Sytandard and Technology)
HCIIOJIb3YETCSl PACMOTPEHHBIH anroputm [5.244].

B Poccun aHamOrnuHbIN aIrOpUTM BBEIECH IS QJIEKTPOHHOU
noamucu B TOCT P 34.10 — 94 [7.70-75].

B peanpHBIX KPUNITOCHCTEMAX HCIIONB3YIOTCS TaKXKe CUCTEMBI
Ha OCHOBE 3JUIMIITHYECKUX YpaBHEHUH BUA:

y? =x%+ax+bmodp.

Anroput™ uddu- Xenmana siBisercs BecbMa
3¢ GEKTUBHBIM, KOTOPBIH J1a€T BO3MOKHOCTh MOJIb30BaTENISIM
oOMeHsThes KirouoM [5. 216, 6.335].

B anropurMme ucnonbzyercs GyHKIMS JUCKPETHOTO
BO3BE/ICHUS B CTEIICHb.

[TpuHIMD anropuTMa 3aKJII0YaeTcs B CIEYIOIIEM; TYCTh
3aman mosie ['amya u3 P anementos ( P- au6o mpoctoe, mu60
MPOCTOE B JIFO0O0I CTETIEHN); MPOIIECC BHIYMCICHUS JIOTapru(pMOB B
TAKUX MOJSAX SBISAETCS TPYIOEMKOH 3a1adei.

Ecmu y=a* XX(p-1 tme p - QUKCHPOBAHHBII HJIEMEHT
nonst GF(p) u ecim p BEIGPaHO PABUIIBHO, TO H3BICUCHNUE
norapudma norpedyer BEIYUCICHUH TPONOPIUOHATIBHBIX:

L(p)=exp{fnpx fnx (np)®}.
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Kirou K,, Berumcisiercst 1Bymsi abOHEHTAMH; OHU TTOCHUIAIOT
APYT IPYTY COOOIMICHHUS TaKOTO THIA: Y, =™, Y, = ™%, 3aTeM
KaX/IbIil U3 HUX BO3BOJUT B CTENEHb X, X, , HOJIY4YEHHBIE IO

KaHaly 3HaUeHus Y;,Y, , T.e. Y, 2, Y, "

TakuMm oOpa3om, 06a aboHeHTa OyIyT UMETh OOIITUIT KITFOU:

Kp =¥ =a™ Kk, =y,' =a™*.

Jlst 1000 GUTHBIX TPOCTBIX YKCEN /IJIs1 BRIYMCIICHHS B TIOJIS
Tanya notpebyercs okono 10% omeparmm.

Cranpgapt uudposoii noamucu DSS (Digital Signature
Standard) co3man Ha OCHOBE 3aIUTHOTO AITOPUTMA XAIIUPOBAHUS
SHA (Sekure Hash Algorithm) [7. 380].

Anroputm mudposoit noamucu DSA co3nan Ha ocHOBe
TPYIHOCTHU BBIUMCIICHHSI TUCKPETHBIX JIorapu(mMoB; Hanbomee
Y4aCcTO UCIOIb3YETCS aITOPUTM IIPEAIOKEHHBIA Dib-I"amanem u
[Ixnoppowm [7,383].

Tpu mapamerpa p, g, § OTKPHITOTO KJItOYa SBIISIOTCS
M3BECTHBIMU I'pYIIE MOJIb30BaTesei; Beioupaercs 160 -6utHoe
npoctoe gucio ( ( mpocroit aenutens (P-1)). Janee, Beioupaercs
IIPOCTOE YUCIIOo p JuinHON Mexay 512 u 1024 6ur ¢ marom 64

OUT; LIeT0e YUCIIOo § BBIOUPAETCs U3 BhIPAKEHUS:
(p-1)

g=h ¢ modp)LKh{(p-1).

Wmest 5TH Yuca KXl MOJIb30BaTENb TEHEPUPYET CBON
JTMYHBIA (CEKpEeTHBIN) KoY X (CiTydaifHOe WK TICeBAOCTyIaiiHOS
uncio, 1(X((q —1)) u oTKpHITHII KITF0Y Y (BEIYUCISAETCS O

X
y=9g"modp ).

[Tepen kaxa0il NOAMKUCHIO TEHEPUPYETCSI HEKOTOPOE
YHHKAJIBHOE [1EJI0€ CIYYaifHOS HIIH TICEBIOCTyIaiiHOE YHUCIIO
k(O(k(q —1); Jajnee, BBIYUCISAIOTCS S, ', KOTOphIe W 00pa3yroT
HOIKUCE; TIPH 3TOM , UX 3HAUCHHUS BBIYHCIISIOTCS 110

dopmymam: r = (g* mod p)modq, s=[k™*(H(M) + xr)]modag.
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[Tpu maneiiem U3MEHEHNH TeKCTa BepU(UKAIS TTOATUCH
OOHApPYXHT “TIOJACNKY”. AJTOPUTM BepU(HUKAIIUN TAaKOB:
w=(s")"modq; u, =[H(M") xw]mod q;u, = (r')xwmod q;
v=[(g" x y*>)mod p]modg .

Ecimm V=r' ,T0 moammch cyutaeTcst OAITMHHOM; B
MIPOTUBHOM ClIy4ae, oA AeJIaHHOM.

B anropurme 1iudpoBoii moAMUCH MPUMEHHEHHBIN B
craggapte CTh-1176.02-99 B xauecTBE METKH MCIOJIB3YIOTCS
MOMEHTBI BPEMEHHU MOJANUCAHUS JOKYMEHTOB, YTO 3HAYUTEIBHO
MOBBIIIAET UMUTOCTOMKOCTD MOAMKUCH; IIPH 3TOM, J1a’K€ CaM aBTOP
HE UMEET BO3MOXHOCTh IOJIJIEJIKM COOCTBEHHOH MOJINCH, UMes
pu cebe Bee kimoun [8.4-9].

CocraBiieHHas Ha OCHOBE 3TOT'0 aJIFOpUTMa JlabopaTopHast
paboTa B HacTosIIee BpeMs UCIOIb3yeTCcs B yueOHOM Ipoliecce
ISl CTY/IEHTOB cnenuaibHocTerd Mapopmaruka u Cetn
TEJIEKOMMYHUKAIIUH.

Jliig yueOHBIX 11eJ1ell MOYKHO HUCII0JIb30BATh KOMILIEKC
nporpamm “KpunroueHtp”[npuioxeHue padboTsl 7], KOTOPbIii
COJZIEPKUT JIEMOBEPCHH KPUIITOTpaprUUEeCKUX Iporpamm Jiist
3JIEKTPOHHON MOAMMCH TOKYMEHTOB, /ISl KpUNTOrpaduueckoil
IU(PPOBKH U XpaHEHUS TOKYMEHTOB B 0a3ax JTaHHBIX U JUIS
M (POBKH Mepe]] OTHPABKOI TaHHBIX IO KaHaJlaM CBSI3H.

OTu nporpaMMsbl HE TAPAaHTUPYIOT BBICOKYIO
KPUIITOCTOMKOCTD.

JIutieH3MOHHbBIE BEPCUU MPOrpaMM 00JIa/Iatl0T BBICOKOH
KPUNTOCTOMKOCTBIO M HAZIG)KHOCTBIO; MX MOXKHO 3(pPpeKTUBHO
MCIOJIb30BAaTh JJIsl CKPBITHOM Mepe1ay TOKyMEHTOB B CUCTEMax
TEJIEKOMMYHHUKALUH, JIJIS1 CKPBITHOTO XPaHEHUS U IS
AJNEKTPOHHON MOJIUCH TIOKYMEHTOB.

OTH IporpaMMbl MOT'YT OBITh IPUMEHEHBI IIPH TOCTPOSHUH
DnekTpoHHoro [IpaBuTenscTBa, a HENMUIIEH3NOHHBIE BEPCUU
MOTYT OBbITh UCIOJIB30BAHBI B KAYECTBE YUEOHO-METOAMUYECKOTO
MaTepuasa B By3aX COOTBECTBYIOIIMX CHEIIMATbHOCTEH.
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CRYPTOGRAPHIC METHODS AND ALGORITHMS FOR
PROTECTING COMPUTER INFORMATION

The article analyzes the methods and algorithms of computer
information protection in the construction of an “Electronic
Government”
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